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Building Modern 
TerrorisM 
invesTigATors

by Clint Watts

Seven years after 9/11, determining the 
necessary skills investigators need to disrupt, 
deter, and defeat terrorist networks remains largely 
a mystery. Law enforcement, a profession that 
originally followed a linear set of reactive criminal 
investigative steps, has mutated into a dynamic, 
intelligence-driven effort to preempt both crime 
and terrorism.  Efforts to rapidly adapt training to 
this new paradigm struggle to meet the needs of 
the modern day counter-terrorism (CT) investigator. 

©istockphoto.com/Helene Vallee



 The Counter Terrorist ~ February/March 2009  23

Building Modern 
TerrorisM 
invesTigATors

cultures and networks within any given 
jurisdiction. The complex human terrain 
terrorism investigators must navigate 
requires a base level of knowledge on a 
vast number of threats. The three most 
critical terror threats from this array 
are al Qaeda, hamas, and hizbollah. 
Immediately following 9/11, investigators 
pursued thousands of terrorism leads 
with a natural bias towards al Qaeda. 
Unable to distinguish among these three 
groups, investigators mistook indicators 
of Hizbollah or Hamas activity for that 
of al Qaeda. Investigators must recognize 
the differences among these groups, 
as mistakes result in lost intelligence 
or flawed investigations in which only 
part of a terrorist network, rather than 
the whole, is identified and disrupted. 
“Threat triage” centers on five variables: 
geographic focus, religious ideology, 
state sponsorship, political goals, and 
organizational structure. Looking at 
these threats, CT training should provide 
tangible indicators to distinguish among 
organizations. The table below provides 
a rough outline of how threat triage 
training can be built for investigators to 
rapidly distinguish among organizations. 
although it is true that all of these 
terror groups are known to collaborate 
at times, in general these threats can be 
distinguished through broad categories 
and specific indicators.

Many current training programs have 
taken CT investigators to unnecessary 
extremes in depth. academic professors, 
an essential part of any good CT 
instructional program, will often preach 
to investigators about understanding 
centuries of ideological knowledge and 
hundreds of religious figures. although 

B

globalization has 
created an asymmetric 
threat environment in 
which investigators 
encounter hundreds of 
cultures and networks 
within any given 
jurisdiction.

     eginning in 2002, investigators 
  were thrown into a plethora 

of training and told to know in depth a 
vast array of disparate topics including, 
but not limited to, medieval Middle 
eastern history, social networking, 
foreign languages, cultural awareness, 
and complex Internet analysis. Today, 
uncertainty as to what are essential cT 
training topics results in wasted resources 
and confusion for trainees. Most 
training formats use passive auditorium 
presentations, leaving investigators 
wondering, “Why am I here? What 
information is important for me?”

CT investigator skill development 
should complement the natural 
investigative process rather than stand 
apart from investigator duties. Courses 
should empower investigators to identify 
terrorist indicators through investigative 
techniques such as field interviews, 
search warrants, surveillance, and open 
source data collection. additionally, skill 
development must include an application 
phase in which investigators utilize new 
counterterrorism techniques with the 
assistance of subject matter experts. 
Critical throughout this development 
process is creating training appropriate 
for the local jurisdiction, thus placing 
renewed emphasis on properly designing 
training before conducting it. 

COUNTErTErrOrISM 
THrEAT TrIAGE: 

“What Am I Seeing? 
What Am I Looking For?” 
Globalization has created an 

asymmetric threat environment in which 
investigators encounter hundreds of 
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The practicality of Dr. McCants’ 
calculations is evident in the comparison 
of his findings with the perpetrators of 
the madrid bombing. The ten most 
popular al Qaeda ideological texts 
identified by Dr. McCants exactly 
matched those documents found in 
the rubble of the Madrid bombers’ 
apartment. Today, he translates and 
publishes daily analysis of jihadi forums 
providing law enforcement a constant 
stream of material for detecting terrorist 
motivations. 

International terrorism remains the 
focus for training but CT investigator 
programs must retain a solid base of 
training on domestic terror threats 
as well. even today, the majority of 
terrorist acts committed domestically are 
executed by United States citizens. The 
same circumstances that created global 

knowing the justifications and sources 
for “offensive jihad” can be useful for 
investigators, in-depth study of every 
al Qaeda ideologue  provides little 
value to investigators. Essentially, 
investigators need to be able to identify 
and assess terror threats, not lecture 
on their historical roots. The best law 
enforcement trainer I have witnessed is 
Dr. William mccants. as the editor of 
the best online blog for understanding al 
Qaeda ideology, Jihadica, Dr. McCants 
uses his academic expertise to empower 
investigators with informed methods 
for analyzing ideological threats of 
Middle Eastern origin. His research 
compendium, entitled Militant Ideology 
Atlas, provides law enforcement with 
an informed analysis of al Qaeda’s 
propaganda citing those publications 
most read and distributed by terrorists. 

 TErrOr  GEOGrAPHIC rELIGIOUS STATE GOALS HIErArCHICAL
 THrEAT FOCUS IDEOLOGY SPONSOrSHIP  STrUCTUrE

 HAMAS PALESTINE SUNNI ExTrEMIST NO NATIONALISTIC YES

 HIzBALLAH LEBANON SHIITE ExTrEMIST YES (IrAN) NATIONALISTIC YES

 AL QAEDA GLOBAL SUNNI ExTrEMIST NO PAN-ISLAMIC NO 

Although the internet remains the lifeblood for 
all sorts of terror groups, it has also provided a 
valuable window by which CT investigators can 
gain valuable insight into terrorist motivations, 
plans, and techniques. 
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terror threats such as al Qaeda have also 
empowered domestic groups in the U.S., 
such as the Animal Liberation Front, 
Earth Liberation Front, and the Aryan 
Nations. These groups remain active 
and although the focus on international 
terrorism will likely continue for some 
time, investigators can use the lessons 
learned from international terrorism 
training for application domestically. Two 
particularly critical areas with significant 
international and domestic overlap are 
terrorist use of the Internet and terrorist 
financing.

TerrorisT Use of The 
inTerneT: 
A Supporting Rather Than Main 
Investigative Effort

 The Internet has become one of the 
trademarks of 21st century terrorism. 
al Qaeda and like-minded groups use 
the Internet extensively to inspire, train, 
and operate a cellular, global network. 
Although the Internet remains the 
lifeblood for all sorts of terror groups, it 
has also provided a valuable window by 
which CT investigators can gain valuable 
insight into terrorist motivations, 
plans, and techniques. Training CT 
investigators to mine this trove of data 
remains a challenge for most training 
programs. Today, most “Terrorist Use 
of the Internet” classes lack any tangible 
skill development that CT investigators 
can use to gain an investigative edge. 
CT investigators need training to 
distinguish violent websites from 
political propaganda and to understand 
how forums and blogs provide open 
source investigative clues. The best law 
enforcement trainer of these skills is 
Mr. Aaron Weisburd of the Society for 
Internet Research. His personal research 
has tracked down dozens of terrorists 
around the globe and revealed how terror 
organizations truly use the Internet 

to their advantage. Using open source 
techniques, Mr. Weisburd provides 
investigators via his website and training 
modules with established methods for 
analyzing Internet data and gaining 
valuable information on terrorist threats. 

financial Tracking: 
Financial expertise remains a hallmark of 
all investigative training. CT investigators 
must be able to analyze financial data and 
recognize indicators of illicit funding. 
Thankfully, law enforcement maintains 
a long history of financial investigative 
successes. Those individuals who have 
conducted financial investigations of 
organized crime and narcotics networks 
still hold an essential investigative role 
in counter-terrorism. Although veteran 
forensic accountants remain the anchor 
for investigating finance, modern CT 
investigators must also build upon this 
base of experience with an accompanying 
understanding of Hawala money 
exchange systems. The Hawala system, an 
informal money exchange system used in 
the Middle East and South Asia, provides 
international terror organizations a 
natural cover for exchanging illicit 
funds. Thus, CT financial training 
should include a robust discussion of 
the operation and tracking of Hawala 
finance networks coupled with the 
lessons learned from decades of financial 
investigations.

fighT Terrorism on The 
sTreeTs noT The neT:

Unfortunately, increased information 
technology has resulted in excessive desk 
investigation despite the greatest CT 
successes coming from successful human 
source development and field interviews. 
Investigators, as opposed to analysts, 
provide the most critical counterterrorism 
function: human intelligence. Only 
human intelligence provides the 

qualitative investigative depth needed to 
penetrate terrorist networks. Developing 
advanced interviewing abilities requires 
cross-cultural communication skills to 
avoid cultural gaffes and insults, rapport-
building techniques rooted in history, 
geography, and religion, and relationship 
maintenance methods that are foreign to 
Western culture. Training for these skills 
requires a program utilizing language 
and culture experts, as well as law 
enforcement and intelligence veterans 
with significant overseas experience. This 
combination of experience and expertise 
will yield interviewing techniques that 
allow investigators to distinguish friend 
from foe.

 The need and use of language skills 
remains a topic of hot debate within CT 
communities. Although having personnel 
fluent in foreign languages such as 
Arabic, Pashtun, and Urdu is a must 
for CT operations collectively, training 
expenditure beyond familiarization may 
not be worthwhile unless students can 
achieve fluency in the language. The gap 
between language familiarization and 
fluency is deep, costly, and not necessarily 
productive, so organizations should 
spend their resources wisely.

avoid Passive 
Training meThods-

Even though counter-terrorism 
investigations by nature are dynamic, 
rapid, and complex, most CT instruction 
since 9/11 remains passive, theoretical, 
and unrealistic. Much CT training 
utilizes an academic, university style of 
presentation consisting of classroom 
lectures with few question and answer 
sessions between attendees and 
instructors. Good CT training will be 
designed such that students receive 
academic knowledge through simulated 
exercises demonstrating advanced 
CT skills. For example, an academic 
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discussion of terror group propaganda 
should then be demonstrated through 
a drill in which investigators analyze 
propaganda documents discovered during 
a search warrant search. The subject 
matter expert instructor can then provide 
the student real-time feedback.

 cT training should always be tied 
to real world case studies. recent years 
have produced a robust set of CT 
investigative successes and failures. Once 
curriculum designers identify the skills 
their investigators need, they should 
always build those lessons learned from 
international and domestic investigations 
into their courses. many british 
investigative services predominately 
use the case study method of training. 
Their students always leave instruction 
with a firm set of counterterrorism 
do’s and don’ts devised from countless 
investigations including Operation 
crevice, the 7/7 bombings, and the 
Glasgow bombings. lastly, case studies 
are an invaluable tool in demonstrating 
the collaborative, networked 
counterterrorism architecture needed to 
penetrate modern terrorist networks.

PrINCIPLES FOr 
DESIGNING 
COUNTErTErrOrISM 
TrAINING:

No one cT curriculum meets 
the needs of all counter-terrorism 
investigators. as a new discipline, a 
relative standard for instruction and 
counterterrorism skill development 
remains many years away. however, there 
are many principles I believe investigative 
organizations can adhere to when 
developing counterterrorism programs.

1. Identify those cT skills most 
applicable to your jurisdiction before 
selecting any training.

For example, investigative organiza-
tions routinely book training on Hamas 

accountants teach financial tracking. 
5. $2000 of good training is ten times 

better than $1000 of awful training.
In cT training, you get what you 

pay for. although all training has cost 
limitations, those responsible for its 
design should conserve resources in 
areas in which their organizations have 
experience and invest in those disciplines 
in which they lack internal expertise.

6. recognize instructional chameleons.
Terrorism and counterterrorism 

have been a boom industry for many. 
Techniques utilized during Internet and 
finance investigations are extremely useful 
crossovers for investigating terrorism. 
meanwhile, legions of instructors now 
proclaim expertise in counterterrorism—
expertise largely gained by reading books 
and articles written by real experts on 
terrorism and the middle east. be wary 
of the instructional chameleons who 
lack the language, work experience, 
and on-the-ground experience of true 
terrorism experts. chameleons’ résumés 
often reveal a previous specialty in Soviet 
studies and russian language. Their 
knowledge of terrorism will be largely 
superficial, can provide little practical 
application for investigators, and is 
repetitive of arguments made by real 
terrorism experts. If you are going to 
spend resources on instruction, make 
sure to buy true experts rather than 
instructional chameleons with flashy 
presentation skills. •
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only to later find out that there has never 
been a Hamas investigative lead in their 
jurisdictions or even populations that 
might have sympathy towards the terror 
group. meanwhile, those same jurisdic-
tions might have large aryan Nations 
threats that remain unaddressed by any 
training.

2. Develop and/or buy training 
formats designed to enhance investigative 
abilities.

When selecting trainers or developing 
instruction, investigative organizations 
should ensure that no more than two-
thirds of the instruction is classroom 
lecture. more than two-thirds will likely 
result in wasting scarce training resources 
on courses that reap little to no benefit 
for students.

3. maintain a diverse instructional team.
counterterrorism requires teams of 

investigators and analysts with diverse 
backgrounds and skill sets. consequently, 
a good cT instructional team will 
also maintain an equally diverse set of 
presenters. Cultural and experiential 
diversity will help remove biases in 
instruction and provide trainees a richer 
set of perspectives.

4. more instructors teaching many 
topics is always better than one instructor 
teaching many topics.

Should you encounter a CT instructor 
who claims to be able to teach single-
handedly courses on al Qaeda, hamas, 
hizbollah, cultural interviewing, 
terrorist use of the Internet, and terrorist 
financing, you can be certain that the 
training you are getting will be average 
at best and most likely substandard in 
no less than 80% of its delivery. cT is 
an interdisciplinary field that requires 
specialized expertise from a variety of 
experts. Let seasoned investigators teach 
investigative techniques, academics 
teach history and ideology, computer 
techs teach the Internet, and forensic 
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