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Heroes or Vigilantes? 

CiTizens WHo 
Foil Terror i step into harm’s way and kill, injure, 

or apprehend a terrorist. This will raise 
difficult issues, including the desirability 
of such action and criminal and civil 
liabilities. It is something that local, state, 
and federal officials must anticipate.

an american civilian is less likely to 
find himself in a position to stop a terror 
attack than an Israeli. With military 
service common (though no longer 
universal) in modern Israel, the chance 
a terrorist might run into an off-duty 
soldier or reservist is relatively high. and 
Israeli soldiers tend to keep their personal 
weapons with them when off duty. but 
in the Israeli incidents described above, 
the scenario was not that simple. In the 
first incident an armed private security 
guard shot the terrorist. In the yeshiva 
attack, the terrorist was first shot by a 
student, and finished off by a furloughed 
army officer using his service weapon. In 
one bulldozer case, the off-duty soldier 
who shot the terrorist was unarmed, 
and took a pistol from a private security 
guard to shoot the terrorist. In the 
second an armed off-duty reservist shot 
the driver (who was finished off by a 
border policeman). Such attacks and 
circumstances are not inconceivable in 
america.

In two of the Israeli cases, Israeli 
police were at the scene, but failed to 
act aggressively to halt the attacks. a 
policeman who responded to the yeshiva 
shootings chose not to confront the 
terrorist and awaited backup. In the first 
bulldozer incident a police officer and 
private security guard were wrestling 
with the driver when the off-duty soldier 

As this kind of attack 
continues, or increases 
in frequency, it is likely 
that an American 
civilian will, at some 
point or another, 
step into harm’s way 
and kill, injure, or 
apprehend a terrorist.

srael has been struck by several 
recent terror attacks that should be 

significant to american policy-makers 
and law enforcement officials. In these 
incidents—the shooting of a private 
security guard, a massacre of yeshiva 
students, and two attacks by Palestinian 
bulldozer drivers—the terrorist acted 
independently or with only loose 
ties to terror organizations.  In each 
instance the terrorist was killed, not by 
law enforcement officers or on-duty 
military personnel, but by private citizens 
(including off-duty soldiers).

The United States too is victimized 
by lone-wolf terrorists. These attacks are 
typically downplayed by government 
and law enforcement officials who often 
“discover” non-ideological motivations 
for such attacks.  but as Daniel Pipes 
has persuasively argued, incidents such 
as the murder of the Coptic Christian 
armanious family in New Jersey (2005), 
the beltway snipers (2002), the Jewish 
Federation shootings in Seattle (2006), 
and the laX shootings (2002), among a 
multitude of others, are best explained as 
home-grown acts of Islamic terrorism. 

The way in which these american 
cases differ from recent Israeli ones is 
how the terrorists were stopped. With 
the exception of the 2002 shootings 
at laX, in which the perpetrator was 
gunned down by an Israeli el al airlines 
security officer,  american terrorists have 
either killed themselves, or been killed or 
captured by law enforcement officials.  as 
this kind of attack continues, or increases 
in frequency, it is likely that an american 
civilian will, at some point or another, 
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shot him. The soldiers’ willingness 
to ignore the police was likely both a 
function of their military training and 
the general rambunctious nature of 
Israeli society, in which many citizens 
exhibit little open respect for authority. 
Fortunately, the soldiers acted correctly. 
On the other hand, the intervention 
of armed locals (as occurred during the 
beslan school massacre in russia) can 
be disastrous. In america, it’s likely that 
citizens on the scene will accept the 
judgment of law enforcement officers, 
even if that judgment is mistaken, as 
it was at columbine.  It remains to be 
seen what the reaction of american law 
enforcement officials would be in the 
event a citizen took matters into his own 
hands in the presence of the police, but 
it is not likely that they would be very 
accepting.

This leads to the main issue—will 
the civilian who stops a terrorist attack 
be treated by prosecutors and police as 
a hero or as a criminal vigilante? The 
answer is hardly obvious. because law 
enforcement officials tend to downplay 
acts of terror, particularly when 
committed by the lone-wolf terrorist, the 
citizen who foils a terror attack might 
find the incident characterized very 
differently later. a civilian who ignores 
the instructions of police at the scene 
of a terror event, even if he acts to save 

the lives of others, would likely confront 
some criminal liability. Finally, whether 
and at what level a civilian would face 
criminal and civil liabilities would vary 
wildly from state to state.

THE CASTLE DOCTrINE
 States regulate the use of force in home 

defense (sometimes called the Castle 
Doctrine) very differently. It is instructive 
to consider how maryland and Texas, 
two states with very dissimilar use of 
force laws, disposed of two recent cases. 
The Maryland case  involved a police 
officer, corporal Keith Washington, who 
shot two unarmed deliverymen, who he 
claimed attacked him. He killed one, 
wounding the other. Washington’s wife 
and minor daughter were in the house. 
The deliverymen were much bigger than 
Washington. one of them had a criminal 
record, including a conviction for 
burglary. Washington had a reputation as 
a hot-head, and a checkered police record, 
but this information was largely kept 
from the jury. Washington was convicted 
of involuntary manslaughter, assault, and 
weapons charges, and sentenced to 45 
years in prison.

In the Texas case, Joe Horn shot and 
killed two men who burglarized his 
neighbor’s house.  Ignoring the 911 
operator, horn gunned down the men on 
his front lawn. horn alternately claimed 
he had a right under Texas law to go after 
the burglars, or that he felt threatened by 
them (although their wounds suggested 
this was unlikely). horn was cleared by 
a grand jury on June 30, 2008, despite a 
vigorous campaign by minority groups to 
see him tried for murder. 

It is hard to believe that Washington 
would have been convicted in Texas, 
much less imprisoned for 45 years; had 
Horn acted in Maryland, he almost 
certainly would have been jailed. a 
civilian who takes the law into his own 
hands against terrorists would likely face a 

similar disparity depending on where the 
incident occurred.

THE BELTwAY SNIPErS
John allen muhammad and lee boyd 

malvo, the so-called beltway Snipers, 
attacked ten times in Maryland, and five 
in Virginia. Virginia has more liberal gun 
laws than maryland, and a more gun-
friendly culture, but it doesn’t appear that 
either fact affected the sniper’s actions. 
after first concentrating on maryland, 
the gunmen moved to Virginia, as police, 
military, and civilian vigilance increased.

The most critical civilian involvement 
was the tip that led to their capture. ron 
Lantz, a truck driver from Kentucky, 
discovered the gunmen at a Maryland 
rest stop. lantz, at the request of police, 
blocked the exit with his truck until 
authorities arrived. Muhammad and 
Malvo, asleep, made no attempt to drive 
away. 

hypothetically, what would have 
happened if a civilian, instead of just 
blocking the entrance, had approached 
the gunmen and shot them in their sleep, 
to make sure that they could not escape?

Purely in terms of ensuring public 
safety, had a citizen killed the snoozing 
gunmen, a deadly threat to the 
community would have been neatly 
eliminated. but it’s unlikely that any 
state would sanction the killing of 
sleeping terrorists. as a matter of public 
policy, such deliberate action against 
temporarily vulnerable criminals ought 
not be encouraged so long as there are 
effective law enforcement assets available. 
certainly, law enforcement personnel 
would have to attempt an arrest in such a 
situation, lest their conduct be deemed an 
extra-judicial execution. 

but suppose it did happen? regardless 
of public policy, would such a deliberate 
killing by a private citizen be legally 
defensible, absent a case of jury 
nullification? Perhaps such an incident 

Hypothetically, what 
would have happened if 
a civilian, instead of just 

blocking the entrance, had 
approached the gunmen 

and shot them in their 
sleep, to make sure that 
they could not escape?
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will never occur, but considering the 
possibility sheds light on the issues 
involved. Terrorism by definition is an 
attack on the body politic. arguably, any 
person within the targeted population is 
a victim of the terrorist and under threat. 
even people who have not been directly 
exposed to terrorist acts exhibit symptoms 
of post-traumatic stress disorders. Indeed, 
if this were not true, terrorists would not 
terrorize. Therefore, wouldn’t deadly force 
applied by a victimized citizen against a 
known terrorist-murderer, even if that 
citizen is not under immediate physical 
threat, be an arguable act of self-defense? 
and if the killing of sleeping terrorists 
can be legally justified, wouldn’t almost 
any action by a civilian against terrorists 
in the act be legally justified as well? 
Police and soldiers may be bound by their 
own orders and regulations, but what 
about a civilian “victim” who acts against 
terrorists? courts may eventually have to 
come to grips with this issue.

“rIGHT TO CArrY” LAwS 
AND THE VIrGINIA TECH 
SHOOTINGS

another key difference between states 
is “right to carry” laws. again, maryland 
serves as a useful example of a state 
with a highly restrictive carry law, while 
Virginia offers its citizens much broader 
gun rights. as we have seen, the beltway 
snipers were not deterred by Virginia law, 
and Virginia was the scene of the worst 
criminal shooting in american history 
at Virginia Tech in 2007. So in deterring 
committed killers, “right to carry” laws 
don’t appear to make much difference.

Still, the shootings at Virginia Tech 
raised the issue of citizen action in a 
terror scenario. although mass murderer 
Wen ho lee was not an ideologically 
motivated terrorist, his rampage raised 
questions about civilian use of force. 
Despite Virginia’s right to carry laws, 

Virginia Tech enforced a local ban. 
Police, following the general reform 
in procedures that occurred after the 
Columbine killings, attempted to 
confront Lee immediately, but Lee 
chained the building doors, frustrating 
police. after the killings some argued 
that had the school not banned firearms 
a student or teacher might have ended 
the murder spree. a more interesting 
hypothetical is what prosecutors would 
have done had a student carried a gun 
illegally and used it against lee. What 
if the evidence showed that the student 
accidentally shot another student before 
hitting Lee, but that he ultimately saved 
many more? What would prosecutors 
have done? Few officials seem to have 
considered these questions.

Perhaps the odds of american civilians 
confronting such situations are relatively 
small, at least compared to the odds 
facing Israeli citizens. but it happened 
on Flight 93, in which a small group of 
passengers failed in an attempt to retake 
a hijacked plane, causing the terrorists 
to crash the plane, killing all aboard. 
We know that the plane was destined 
for Washington, D.c., and that had the 
passengers not acted, the loss and damage 
would have been incalculably greater. 
after the event, aircrew on other flights 
actively encouraged passengers to defend 
the planes themselves, and this occurred 
in the case of the so-called shoe bomber, 
richard reid. The government agreed to 
allow pilots to arm themselves in order to 
defend their aircraft.

aircraft are arguably sui generis in that 
they are fragile conveyances that offer no 
escape, and legally captains and crew have 
always had enforcement and arrest powers 
on board. but schools are not so different, 
with administrators also possessing 
limited enforcement and arrest powers. If 
escape from a school is largely barred, as 
at Virginia Tech, it’s fairly impossible to 
distinguish the situation from that of an 

aircraft. columbine was an example of 
police acting at a school with insufficient 
aggressiveness, resulting in loss of life. 
The 1974 massacre at ma’alot high 
school in Israel, by Palestinian terrorists, 
occurred during an aggressive, but flawed, 
rescue attempt.  In both those cases, 
and at Virginia Tech, an armed civilian 
could hardly have done worse than the 
authorities.

CONCLUSION
So is the citizen who guns down a 

terrorist a hero or a vigilante? It’s probable 
that law enforcement personnel and 
prosecutors will have to confront this 
question in legal and moral circumstances 
more complex than Flight 93 or the 
shoe bomber incident. The substantial 
differences in state laws and policies could 
lead to wildly differing outcomes with 
significant social, moral, and political 
implications.

There are several things we should 
consider and do ahead of this inevitable 
problem.

We should recognize terrorist attacks 
for what they are when the evidence 
points in that direction, instead of 
making every effort to find non-
ideological motivations. It is a myth 
that Islamic terrorists are mostly poor 
members of the underclass  but this 
doesn’t mean that terrorists don’t act out 
of complex motivations, both ideological 
and personal. Placing excessive focus on 
the individual terrorist’s psychology, as 
opposed to a common sense evaluation of 
the purpose and result of the act, doesn’t 
serve the interests of justice or truth. It 
would be wrong to confront a citizen, 
who acted reasonably, and in the good 
faith belief that he was thwarting a terror 
attack, with a prosecution based upon 
teasing out details that argue against 
terrorism.

law enforcement personnel should be 
trained to cooperate and take advantage 
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of civilian volunteers (particularly in 
the area of gathering intelligence) while 
discouraging vigilantism. asking civilians 
to come forward with information before 
or after a terror act can be the critical 
factor in preventing or solving the crime. 
Civilian vigilance, not vigilantism, should 
be strongly encouraged, but authorities 
should be prepared to deal with civilians 
who, in good faith, don’t understand the 
difference.

If and when civilian involvement 
moves beyond passing on information 
to active attempts to foil terrorists, 
law enforcement personnel should be 
prepared to discriminate between what’s 
potentially helpful and what is not. 
They should not regard the intervening 
civilian as the legal or moral equivalent 
of the terrorist. In action, this might 
mean, in rare circumstances, forgoing the 
almost automatic policy that everybody 
but police drop weapons. legally, even 
though there is a strong interest in 
discouraging vigilantism, prosecutors 
and politicians must avoid the pitfalls of 
moral and legal equivalency.

before the fact, prosecutors at the 
federal and state level ought to war-game 
such situations, even though each will 
have to be handled on a case-by-case 
basis and will differ according to state 
laws. after the fact, and after the judicial 
process has taken its course, executives 
at the state and federal level may have to 
consider cases of citizen involvement, in 
which convictions of the citizen result, 
in terms of pardon or clemency reviews. 
Ultimately, it may be governors or 
presidents who decide who is a vigilante 
and who is a hero. •
ABOUT THE AUTHOr

Mr. Keiler is a former army Judge 
Advocate General officer and a litigation 
attorney.  He is a National Board Certi-
fied history teacher and author whose 
work has appeared in numerous publica-
tions dealing with national security, law, 
education, and military history.

www.preventivestrategies.net

I�������� ��� P��������� S���������
at �e Center for Rural Development

DHS
CERTIFIED

I�������� ��� P��������� S���������
at �e Center for Rural Development

Homeland Security
CERTIFICATE PROGRAM

DHS Certified Courses for 
Public Safety Practitioners 
Courses include:

 Law Enforcement Professionals

 Fire Service Professionals

 Emergency Management 
 Professionals

 Additional courses planned

Enroll in a course today.
No fees! No cost!

IPS Ad 4.75 x 4.875.indd   1 9/12/2008   2:46:13 PM


